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Counterintelligence Office
Mailstop: 50A-4112

Ext. 4988 Fax 4941


Sensitive Country Foreign Contact Reporting Form

 (For DOE Q & L security clearance holders reporting contacts of a

 professional, personal or financial nature)

EMPLOYEE INFORMATION

Name: ___________________________________

Directorate/program: _______________________

Mail stop: _______________

Telephone extension: ____________

Nature of contact:

(check all that apply)

·    Professional relationships

· Business contact abroad

· Business contact at LLNL

· Business contact in U.S. (other than at LLNL)

Personal relationships (substantive)

· Long-term (months or years)

· Involves substantial sharing of personal information that would not normally be
 shared with strangers

· Involves formation of emotional bonds

Due to the subjective nature of “personal information” and “emotional bonds,” the CI Office relies on your own judgment to determine when these exist.

Financial relationships (substantive business transactions)

· One-time interaction

· Ongoing partnership, investment, or other business interest

Unusual solicitations

Any attempt by people to gain unauthorized access to classified or sensitive unclassified information

Any situation in which you believe you are being targeted for exploitation by a foreign intelligence service

Contacts that involve anomalies

Knowledge of classified or sensitive information that a business partner or foreign collaborator unexpectedly reveals, and that he or she isn’t authorized to have, for example

Additional information

· Hosted foreign national in my home

· Visited foreign national in his/her home

      When contact first occurred (date):

      Where contact occurred (city, country):

FOREIGN NATIONAL INFORMATION (if available)

Foreign national's name:

Last name: _________________________

First name: _________________________

Nationality/citizenship: ________________

Approximate age or date of birth: _________________

Residence address (street address, city, and country—as available):

Employer/business address: _____________________

If student, name of university: ___________________

You do not need to report:

· Contacts with family members, including relatives/in-laws who are foreign nationals.

· Limited, essentially public contact with foreign national neighbors, teachers, and tradesmen.

· Contacts with non-live-in domestic help.

· Ongoing contacts with foreign nationals with whom you work on LLNL/DOE projects.

· Contacts reported in some other format such as trip report, Questionnaire for Sensitive Position (QSP), CI Office debriefing, etc. You need not report the contact again unless the interaction changes significantly (e.g., interaction involves eliciting or soliciting sensitive or classified information).

COMMENTS

(Tell us about the contact. If anything about it causes you concern, please explain

here, or contact the CI Office to discuss it in person.)
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